Audit Recommendations Closed During
Second Quarter, Fiscal Year 2018-19

Audit Report Division/
Issue Department/ Audit Name Recommendation Management Response
Number
Date Agency
1/4/17 | 17-502 | Finance and |Payment Card Management should evaluate resources |[Management will take the following actions: (1) engage a third party PCI Security
Administration [Industry/Data and controls to ensure full compliance Assessor to perform Self-Assesment Questionnaires (SAQ) going forward; (2) assess
(F&A) Security Standard [and develop a proposal to achieve the remediation items identified in the SAQ and address items that fall into existing

(PCI-DSS) compliance and/or provide a reasonable |security improvement efforts; (3) perform a yearly assessment of Cofiroute’s PClI DSS

Compliance approach moving forward. Management |compliance information; (4) undergo a review to determine if the Orange County
should implement oversight controls to Transportation Authority (OCTA) should take the steps necessary to become fully PCI
assess the accuracy, timeliness, and compliant; (5) continue to allocate and prioritize resources to cybersecurity risks while
sufficiency of Cofiroute USA's (Cofiroute) |addressing PCI compliance concerns. Update October 2018: Management completed
PCI DSS compliance information. and submitted to Trustwave the required annual Self Assessment and Attestation of

Compliance on October 5, 2018. The submission addressed all OCTA transactions,
including by Cofiroute, USA (Cofiroute).
1/4/17 | 17-502 F&A PCI-DSS Management should implement Management agrees with the Internal Audit Department's (Internal Audit)

Compliance procedures to ensure that quarterly recommendation and will implement procedures to ensure quarterly network scans are
network scans are performed and performed. Management will also identify items to be remediated and implement them
remediation efforts are identified and based on risk and cost. Management will allocate resources to perform periodic
addressed accordingly. Management assessments of Cofiroute’s PCI DSS compliance information. Update October 2018:
should also implement procedures for All quarterly scans are completed and uploaded to Trustwave.com for storage and
oversight and monitoring of Cofiroute’s auditing purposes. Semiannual reviews, an annual onsite visit, and quarterly scan
activities and incorporate their system reviews are done for Cofiroute.
scan results into submissions to
American Express.

9/12/18 | 17-508 F&A Contracted Fixed- |The required amount for the performance [Update November 2018: CAMM has verified the accuracy of ITS" input of the required
Follow-up Route Operations  [bond for the First Transit, Inc. contract amount for performance bonds for all non-construction contracts with bond

Follow-up

had been entered incorrectly in the
Insurance Tracking Services, Inc. (ITS)
tracking system. Internal Audit
recommends that CAMM check ITS’ input
of the required amount for performance
bonds for non-construction contracts with
bond requirements.

requirements.
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