Orange County Transportation
Authority
Cyber-Security Update



« Accomplishments

eeeeeeeeeeeeee

ndustrial Control Systems



Security Program Remediation Plan

Enable security risk based management decisions

Implement recommended security best practices



Security Remediation Roadmap

Information Security Implementation Approach
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Progress to date
» Microsoft Tactical recommendations completed (from Foren
patching

* Implementing Network segmentation

« Continue our migration into the cloud

Contracts for immediate cybersecurity support available



Staff Training
« OCTA Mandatory Staff Training completed
« Password

* Phishing



Recent Threats
y

« WannaCr

« May 12" Wanna Cry attack began in Europe

I llities as Wanna Cry

 Not re
 Researchers discovered “Inoculation”



Industrial Controls Review

« Radio, Fluid Management, HVAC, CNG Monitoring systems, etc.

* 12 month project
« Ankura Consulting selected.



Next Steps

« Complete Network Segmentation tool implementation
* Risk and Vulnerability Management Process
* Review Industrial Controls findings




